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Preface

Welcome to Game-On 'NA 2007, the third North American sister event of the
well-established European Game-On conference series on Al and simulation in
computer games. The University of Florida in Gainesville is the setting for this
year’s event and as one of the driving forces behind simulation and research the
ideal venue for hosting this topic related event.

Just like previous years game Al and content-generation constitutes the main
focus of the event with simulated board games coming in as the second most
important factor in game development.

As well as the peer-reviewed papers, Game-On 'NA 2007 features a keynote talk
by Jim Brazell, Consulting Analyst, Digital Media Collaboratory, University of
Texas, Austin entitled: “The Future is Here: Video Games, Virtual Worlds and
Mixed Reality”.The second invited presentation is by Roger Smith Ph.D. Chief
Technology Officer U.S. Army Program Executive Office for Simulation, Training
and Instrumentation entitled: “Taking Game Technology Seriously* Last but not
least there is also Tutorial on Mixed Reality by Charles Hughes, University of
Central Florida

Game-On 'NA 2007 is of course, also about making contacts in the computer
game research community. Several social events are planned, including, a
conference dinner and tours of the Digital Worlds Institute - REVE and Atrtificial
Studios. This tour will include, a tour of the office to all who'd like to see it, and a
demonstration of the company's various products (which include "Reality
Engine", "CellFactor”, "Monster Madness" We hope you find your time at this
Game-On '‘NA productive and enjoyable while also enjoying the Florida
hospitality.

Paul Fishwick and Benjamin Lok
Conference Chairs

University of Florida

Gainesville, USA
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Games-Nano-Bio-Info-Cogno: How are video games connected to 21
century science and learning?

Jim Brazell,
Consulting Analyst,
Digital Media Collaboratory,
University of Texas at Austin
im@ventureramp.com

Keywords: Video Games, Virtual
Worlds, Serious Games, 21 Century
Science, Convergence, Transdiscipli-

nary.
Introduction:

"... not only is change a constant,
but the pace of change is accelerat-
ing. It's growing exponentially. And it's
about doubling every decade. And so
in the next 25 years we'll see 100
years of progress at to-day's rate of
progress... It's not just a matter of
dealing with one revolution. We have
many intersecting revolutions in
biology, information science, materials
science with nanotechnology and so
on. We're going to have to deal with

this panoply of intersecting,
accelerating trends." --Kurzweil,
Voices of Innovation, American

Association of Engineering Societies

Today, we are witnessing the con-
silience (‘jumping together,” Wilson) of
natural and physical sciences. This
jumping together of scientific domains,
evident in the fusion of nanoscience,
bioscience, information science and
cognitive science is expressed in the
literature as “nano-bio-info-cogno” and
“convergence.” The trend of consilience
resurfaces the  requirement  for
transdisciplinarity.

...transdisciplinarity concerns that which
is at once between the dis-ciplines,
across the different dis-ciplines, and
beyond all discipline. Its goal is the
understanding of the present world, of
which one of the imperatives is unity of
knowledge. --Nicolescu, 2003

Transdisciplinarity implies solving
real world problems that do not have
prescribed answers in such a way
as to unite learning, R&D and
innovation into one act. --Brazell,
2004

Workers with transdisciplinary skills are
needed in government, military, industry,
and academia  (World  Technology
Evaluation Center; Turpin, 2000; Stanford
University, 2002; Arts and Humanities
Research Board; Daly, Farley, Thomson,
2001; MST News, 2003; World Technology
Evaluation Center; Office of Scientific and
Technical Information, 2002; TANSEI,
2002; De Marca, Gelman; Carty, 1998;
Nanotechnology Research |Institute). To
meet the needs and challenges of the 21°
century, science, industry and private
sector leaders are calling for a qualitative
evolution of learning systems:

‘Half a millennium ago, Renaissance
leaders were masters of several fields
simultaneously. Today, however, special-
ization has splintered the arts and



engineering, and no one can master
more than a tiny fragment of human
creativity. The sciences have reached a
watershed at which they must combine
if they are to continue to advance
rapidly. Convergence of the sciences
can initiate a new renaissance
embodying a holistic view of technology
based on transformative tools, the
mathematics of complex systems, and
unified cause-and-effect under-standing
of the physical world from the nanoscale
to the planetary scale.

“‘Educational institutions at all levels
should undertake major curricular and
organizational reforms to restructure
the teaching and research of science
and engineering so that previously
separate disciplines can converge
around common principles to train the
technical labor force for the future.

“Manufacturing, biotechnology, infor-
mation and medical service cor-
porations will need to develop
partnerships of unparalleled scope to
exploit the tremendous opportunities
from  technological convergence,
investing in production facilities based
on entirely new principles and
materials, devices and systems, with
increased emphasis on human
development.” --World Technology
Evaluation Center, 2002

Transdisciplinarity may seem like lvory
Tower language, however, transdis-
ciplinaritry implies beyond the dis-
ciplines—a concept that is beyond
many specialized academics. Where
can we find transdisciplinary actors
today?

You may be surprised with the
answers—virtual worlds, serious games

and network video games. The mod’ers and
builders affiliated with these communities of
practice are transdisciplinary actors.
Mod’ers fuse artistic, scientific and
engineering techniques. Mod’ers often
straddle learning and commercialization--a
key aspect of transdisciplinarity (“Counter
Strike” and the origins of “Space War”). To
sum the connection between gaming and
21+ Century Science: both endeavors
require whole brain, adaptive leaders able
to cope and even flourish in uncertain,
complex situations requiring effective
human collaboration in network
environments.

Educational programs, economic develop-
ment initiatives and workforce programs
should recognize the relationship between
popular network game youth culture, the
needs of 21st Century Science and the
pressing requirement for new engineering
and science-related teachers, executives
and R&D professionals. Gamers represent
a bridge to the natural learning systems and
creativity needed to cope with the increased
velocity of new scientific and technical
knowledge.

Links between 21st Century Science,
gaming and learning are emerging. In
medical science Cai, Snel, Bharathi, Klein,
and Klein-Seetharaman have developed
BIOSIM, a network learning game and
Problem Solving Environment (PSE). The
game uses data from the human genome, a
game engine, and four and five-year old
children to teach biology and simul-
taneously to identify the chromosome
responsible for fatal meningitis. The
BIOSIM Problem Solving

Environment contains three interaction
modes: role-play, voyage, and networked
problem solving meningitis (Cai, Snel,



Bharathai, Klein, Klein-Seetharaman, example of transdisciplinarity. BIOSIM

2003). illustrates cross appropriation among K-12
education, network games, network

This cross appropriation of innovation learning and bio-informatics domains.

from one domain to another through

social construction of knowledge is an

Source: Cai, Snel, Bharathai, Klein, Klein-Seetharaman, 2003

The knowledge domains in the games, with the exception of increased
BIOSIM example illustrate unity of emphasis on cognitive science and subject
systems--transdisciplinarity. The func- matter expertise in the domain of inquiry
tional domains required to create (genetics).

BIOSIM are nearly identical to network
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Games-Nano-Bio-Info-Cogno curri-cula
and practicum should mirror self-
organizing communities of practice,
learning through social construction of
technological sys-tems, critical thinking,
collaboration in network environments,
and distributed cognition. Theoretical
underpinnings should be taught through
applied learning environ-ments and
tools such as telescience,

whereby experimentation drives inquiry
and innovation. Studies in ethics, social
consequences of technology and
philosophy should be emphasized. A
transdisciplinary path of unified learning,
IP creation and commercialization should
also be explored with special attention to
cultural, political and legal values and
systems.

Games-Nano-Bio-Info-Cogno

K-12 schools, colleges and universities
should consider  forming trans-
disciplinary learning models with inter
organizational  networks  supporting
specific  historical and emerging
industry, market and technology clusters
relevant in each locality and as a
component of a larger holistic network of
regional and global economic
development activities.

Swarm learning through semi-auto-
nomous networks should be used to
shift our focus from replacing teachers
with technology to human mentoring
and peering through online tools and
environments; from teaching to learning,
from assembly line systems and
organizations to  self-synchronizing,
network structures; from theory or
practice to theory and practice; from



proprietary learning systems to
open learning systems; from eLearning to
the whole learning ecology; from pro-
prietary teaching architectures to open,
egalitarian learning systems.

Education systems with a focus on state-
of-the-art and emerging technologies and
cultural practices should support the
fusion of games-nano-bio-info-cogno with
the following goals:

+ Establish a new, broader learning

systems model through transdisciplinarity.

* Network academics with industry and
government needs.

* Fuse learning, R&D and
commercialization.

* Unite disciplines through situated
learning, problem-based inquiry and
collaborative discovery.

* Explore the value choices made possible

by modern science and technology.

* Pursue local, regional, statewide,
national, and global network linkages.

* Facilitate the diffusion of new
technologies, new knowledge, and new
processes that work based on empirical
validation.

To learn more about Games-Nano-Bio-Info-
Cogno, please download the full report
Gaming: A Technology Forecast — Impli-
cations for Texas Community and Technical

Colleges on the web at:

http://system.tstc.edu/forecasting/reports/dg

ames.asp
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Abstract — Many card games have their strategy defined
at high levels of play not by statistical probabilities of
cards being drawn, but rather by the interactions of the
players themselves. These interactions, often based on
prediction of the opposing players’ likely decisions and/or
holdings, become the determining factors in developing a
successful strategy. This play has often been seen as
psychological, falling under such labels as bluffing and
illogical play. The creation of a system that is truly free
enough to develop its own strategy without influence from
the limited expertise of the engineer is detailed within,
being of crucial importance. Through use of intelligent
agents that learn to play a game purely through empirical
observation, it is shown that agents can in fact be created
that are capable of reproducing such behaviour, directly
disputing the notion of such actions being either illogical
or psychological in nature, but rather resulting from
incorporating the opponents into the modelled system.

Keywords: reinforcement, learning, temporal, difference,
neural, network, Lerpa, Agent, Modelling.

1 Introduction

Traditional A.l. agents use simple statistical methods and
rules to govern their decisions in competitive card games.
These approaches, unfortunately, tend to make these agents
somewhat predictable, and hence no real match for a
human opponent, while also becoming useless for any
realistic simulation / analysis of the game involved, due to
the oversimplification of the interactions within it. In order
to create a strategy that is based upon the anticipated
reactions of one’s opponents, rather than the expected
intrinsic value of one’s held cards (one’s hand), a system
needs to be defined that allows for intelligent virtual
players, or agents, to interact with each other, and refine
their own strategies iteratively. The individual agents also
need to have enough freedom of strategy creation to be
unbound by the preconceptions of the designer, effectively
reproducing true learning, rather than learning what the
designer presents to them. With these criterion met, the
agents will be able to learn not only the general nuances of
the game at hand, but also the preferred strategies of their
opponents.

Tshilidzi Marwala
School of Electrical and Information Engineering
University of the Witwatersrand
Johannesburg, Gauteng, South Africa
t.marwala@ee.wits.ac.za

2 Lerpa

The card game being modelled is the game of Lerpa. While
not a well-known game, it’s rules suit the purposes of this
research exceptionally well, making it an ideal testbed
application for intelligent agent MAM. The rules of the
game first need to be elaborated upon, in order to grasp the
implications of the results obtained. Thus, the rules for
Lerpa now follow.

The game of Lerpa is played with a standard deck of cards,
with the exception that all of the 8s, 9s and 10s are
removed from the deck. The cards are valued from
greatest- to least-valued from ace down to 2, with the
exception that the 7 is valued higher than a king, but lower
than an ace, making it the second most valuable card in a
suit. At the end of dealing the hand he then flips the next
card in the deck to determine the trump suit. Regardless,
once trumps are determined, the players then take it in
turns, going clockwise from the dealer’s left, to elect
whether or not to play the hand (to knock), or to drop out of
the hand, referred to as folding. Once all players have
chosen, the players that have elected to play then play the
hand, with the player to the dealer’s left playing the first
card. Once this card has been played, players must then
play in suit — in other words, if a heart is played, they must
play a heart if they have one. If they have none of the
required suit, they may play a trump, which will win the
trick unless another player plays a higher trump. The
highest card played will win the trick (with all trumps
valued higher than any other card) and the winner of the
trick will lead the first card in the next trick. At any point
in a hand, if a player has the Ace of trumps and can legally
play it, he is then required to do so. The true risk in the
game comes from the betting, which occurs as follows:

At the beginning of the round, the dealer pays the table 3 of
whatever the basic betting denomination is (referred to
usually as ‘chips’). At the end of the hand, the chips are
divided up proportionately between the winners, i.e. if you
win two tricks, you will receive two thirds of whatever is in
the pot. However, if you stayed in, but did not win any
tricks, you are said to have been Lerpa’d, and are then
required to match whatever was in the pot for the next
hand, effectively costing you the pot. It is in the evaluation
of this risk that most of the true skill in Lerpa lies.
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The fact that the game’s rules are very simple, and that the
complexity lies in the player’s interactions, is one very
compelling reason to use this game. The multi-stage nature
of the game is also attractive for use with the TD(A) update
algorithm.

3 Lerpa MAM

As with any optimisation system, very careful
consideration needs to be taken with regards to how the
system is structured, since the implications of these
decisions can often result in unintentional assumptions
made by the system created. With this in mind, the Lerpa
Multi-Agent System (MAS) has been designed to allow the
maximum amount of freedom to the system, and the agents
within, while also allowing for generalisation and swift
convergence in order to allow the intelligent agents to
interact unimpeded by human assumptions, intended or
otherwise.

3.1

The game is, for this model, going to be played by four
players. Each of these players will interact with each other
indirectly, by interacting directly with the table, which is
their shared environment, as depicted in Figure 1.

System overview

*
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Figure 1. System interactions.

Over the course of a single hand, an agent will be required
to make three decisions, once at each interactive stage of
the game. These three decision-making stages are:

1. To play the hand, or drop (knock or fold)
2. Which card to play first
3. Which card to play second

Since there is no decision to be made at the final card, the
hand can be said to be effectively finished from the agent’s
perspective after it has played it’s second card (or indeed
after the first decision should the agent fold). Following on
the TD(X) algorithm, each agent will update it’s own neural
network at each stage, using it’s own predictions as a
reward function, only receiving a true reward after its final
decision has been made. This decision making process is
illustrated below, in Figure 2.
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Figure 2. Agent learning scheme

With each agent implemented as described, they can now
interact with each other through their shared environment,
and will continuously learn upon each interaction and it’s
consequent result.

3.2 Agent Al design

A number of decisions need to be made in order to
implement the agent Al effectively and efficiently. The
type of learning to be implemented needs to be chosen, as
well as the neural network architecture. Special attention
needs to be paid to the design of the inputs to the neural
network, as these determine what the agent can ‘see’ at any
given point. This will also determine what assumptions, if
any, are implicitly made by the agent, and hence cannot be
taken lightly. Lastly, this will determine the dimensionality
of the network, which directly affects the learning rate of
the network, and hence must obviously be minimised.

3.2.1 Input Parameter Design

In order to design the input stage of the agent’s neural
network, one must first determine all that the network may
need to know at any given decision-making stage. All
inputs, in order to optimise stability, are structured as
binary-encoded inputs. When making its first decision, the
agent needs to know it’s own cards, which agents have
stayed in or folded, and which agents are still to decide. It
is necessary for the agent to be able to determine which
specific agents have taken their specific actions, as this will
allow for an agent to learn a particular opponent’s
characteristics, something impossible to do if it can only
see a number of players in or out. Similarly, the agent’s
own cards must be specified fully, allowing the agent to
draw its own conclusions about each card’s relative value.
It is also necessary to tell the agent which suit has been
designated the trumps suit, but a more elegant method has
been found to handle that information, as will be seen
shortly. Figure 3 below illustrates the initial information
required by the network.



Figure 3. Basic input structure.

The agent’s hand needs to be explicitly described, and the
obvious solution is to encode the cards exactly, i.e. four
suits, and ten numbers in each suit, giving forty
possibilities for each card. A quick glimpse at the number
of options available shows that a raw encoding style
provides a sizeable problem of dimensionality, since an
encoded hand can be one of 40° possible hands (in
actuality, only “p. hands could be selected, since cards
cannot be repeated, but the raw encoding scheme would In
fact allow for repeated cards, and hence 40° options would
be available). The first thing to notice is that only a single
deck of cards is being used, hence no card can ever be
repeated in a hand. Acting on this principle, consistent
ordering of the hand means that the base dimensionality of
the hand is greatly reduced, since it is now combinations of
cards that are represented, instead of permutations. The
number of combinations now represented is “°Cy. This
seemingly small change from "P, to "C, reduces the
dimensionality of the representation by a factor of r!, which
in this case is a factor of 6. Furthermore, the representation
of cards as belonging to discrete suits is not optimal either,
since the game places no particular value on any suit by its
own virtue, but rather by virtue of which suit is the trump
suit. For this reason, an alternate encoding scheme has
been determined, rating the ‘suits’ based upon the makeup
of the agent’s hand, rather than four arbitrary suits. The
suits are encoded as belonging to one of the following
groups, or new “suits”:

e Trump suit

Suit agent has multiple cards in (not trumps)
e  Suit in agent’s highest singleton

e  Suit in agent’s second-highest singleton

Suit in agent’s third-highest singleton

This allows for a much more efficient description of the
agent’s hand, greatly improving the dimensionality of the
inputs, and hence the learning rate of the agents.

Next must be considered the information required in order
to make decisions two and three. For both of these
decisions, the cards that have been already played, if any,

are necessary to know in order to make an intelligent
decision as to the correct next card to play. For the second
decision, it is also plausible that knowledge of who has
won a trick would be important. The most cards that can
ever be played before a decision must be made is seven,
and since the table after a card is played is used to evaluate
and update the network, eight played cards are necessary to
be represented. The actual values of the cards played are
not important, only their values relative to the agent’s
cards. As such, the values can be represented as one of the
following, with respect to the cards in the same suit in the
agent’s hand:

e Higher than the card/cards in the agent’s hand
e Higher than the agent’s second-highest card

e Higher than the agent’s third-highest card

e Lower than any of the agent’s cards

e Member of a void suit (number is immaterial)

Also, another suit is now relevant for representation of the
played cards, namely a void suit. Lastly, a number is
necessary to handle the special case of the Ace of trumps,
since it’s unique rules mean that strategies are possible to
develop based on whether it has or has not been played.
The now six suits available still only require three binary
inputs to represent, and the six number groupings now
reduce the value representations from four binary inputs to
three binary inputs, once again reducing the dimensionality
of the input system.

3.2.2 Network Architecture Design

With the inputs now specified, the hidden and output layers
need to be designed. For the output neurons, these need to
represent the prediction P that the network is making. A
single hand has one of five possible outcomes, all of which
need to be catered for. These possible outcomes are:

e The agent wins all three tricks, winning 3 chips.
e  The agent wins two tricks, winning 2 chips.

o The agent wins one trick, winning 1 chip.

e The agent wins zero tricks, losing 3 chips.

o The agent elects to fold, winning no tricks, but
losing no chips.

This can be seen as a set of options, namely [-3 0 1 2 3].
While it may seem tempting to output this as one
continuous output, the facts that the results are in fact
discrete, and that discrete reqrds are better for stability
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purposes are compelling enough to represent the outputs in
binary format. Consequently, the agent’s predicted return
is:

P=34+2B+C-3D (1)
where
A=P(0=3) )
B=P(O=2) 3
C=P0O=1) @)
D =P(0=-3) 5)

3.2.3 Agent decision making

With it’s own predictor specified, the agent is now
equipped to make decisions when playing. These decisions
are made by predicting the return of the resultant situation
arising from each legal choice it can make. An e-greedy
policy is then used to determine whether the agent will
choose the most promising option, or whether it will
explore the result of the less appealing result. In this way,
the agent will be able to trade off exploration versus
exploitation.

4 The intelligent model

With each agent implemented as described above, and
interacting with each other as specified in section three, we
can now perform the desired task, namely that of utilising a
multi-agent model to analyse the given game, and develop
strategies that may “solve” the game given differing
circumstances. Only once agents know how to play a
certain hand can they then begin to outplay, and potentially
bluff each other.

4.1

In order for the model to have any validity, one must
establish that the agents do indeed. In order to verify the
learning of the agents, a single intelligent agent was
created, and placed at a table with three ‘stupid’ agents.
These ‘stupid’ agents always stay in the game, and choose
a random choice whenever called upon to make a decision.
The results show quite conclusively that the intelligent
agent soon learns to consistently outperform its opponents,
as shown in Figure 4. Alden is the A.I. agent, while Randy,
Roderick and Ronald are all random decision-makers.

Agent learning verification
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Figure 4. Agent performance, averaged over 40 hands

4.1.1 Cowardice

In the learning phase of the abovementioned intelligent
agent, an interesting and somewhat enlightening problem
arises. When initially learning, the agent does not in fact
continue to learn. Instead, the agent quickly determines that
it is losing chips, and decides that it is better off not
playing, and keeping its chips!

Alden quickly decides that the risks are too great, and does
not play in any hands initially. After forty hands, Alden
decides to play a few hands, and when they go badly, gets
scared off for good. This is a result of the penalising nature
of the game, since bad play can easily mean one loses a full
three chips and thus a bad player loses chips regularly.
While insightful, a cowardly agent is not of any particular
use, and hence the agent must be given enough ‘courage’
to play, and hence learn the game. The most sensible
approach is the ‘school-fees’ approach, ie forcing the agent
to play until comfortable, in effect paying his school fees to
learn the game, until such a stage as it seems prepared to
play. This was done by forcing Alden to play the first 200
hands it had ever seen, and thereafter leave Alden to his
own devices..

4.2 Agent Adaptation

In order to ascertain whether the agents in fact adapt to
each other or not, the agents were given pre-dealt hands,
and required to play them against each other repeatedly.
The results one such experiment, illustrated in Figure 9,
shows how an agent learns from its own mistake, and once
certain of it changes its play, adapting to better gain a
better return from the hand. The mistakes it sees are its low
returns, returns of -3 to be precise. At one point, the
winning player obviously decides to explore, giving some
false hope to the losing agent, but then quickly continues to
exploit his advantage. Eventually, at game #25, the losing
agent gives up, adapting his play to suit the losing situation
in which he finds himself. Figure 5 illustrates the
progression of the agents and the adaptation described.
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Figure 5. adaptive agent behaviour

4.3 Personality Profiling

Another advantage of the Multi-Agent system is that one
need not make the assumption that all players are
‘rational’, as is assumed in traditional Game-Theory. Many
poker players of reasonable skill complain bitterly about
playing against beginners, bemoaning the fact that the
beginners do not play as they should, as a “rational” player
would, and thus throw the better players off their game. A
good player, however, should not be limited to assuming
rationality from his opponents, but rather should identify
his opponents’ characteristics and exploit their weaknesses.
In order to perform this task, one needs to create
“personality” types in agents, this while sounding
somewhat daunting, is in fact a rather simple task. All that
is required is to modify the reward function for an agent
(equation #1) to reflect the personality type to be modeled.
Two personality types were created, namely an aggressive
personality and a conservative personality. The aggressive
agent uses the reward function:

P=34+2B+C-2D (6)

While the conservative agent uses the reward function:

P=34+2B+C-4D )

Where the symbols have the following meanings:

P denotes the expected outcome of the hand

e A denotes the probability of winning three tricks.

e B denotes the probability of winning two tricks.

e C denotes the probability of winning one trick.

e D denotes the probability of winning zero tricks.

As can be seen, in this case both agents modify the
coefficient of the D term in order to skew their world view.
This is certainly not the only manner in which the reward
function can be modified in order to reflect a personality,
but is the most obvious, since the D term represents the
“risk” that the agent sees within a hand. Using the above
modifications, the previously detailed strategy analysis
techniques can be performed on agents with distinctive
personalities. The static analysis of comes to the same
results as with rational players, due to the unchanging
nature of the problem, while the dynamic analysis yields
more interesting results. Dynamic strategy analysis finds
different dominant strategies when playing against these
profiled personalities. More specifically, the aggressive
player is not considered as dangerous when playing in a
hand, while the conservative player is treated with the
utmost of respect, since he only plays the best of hands.
Variations on these reqrd functions are of course possible,
each representing different personality ‘quirks’.

5 Conclusions and future work

The use of intelligent agents within a broadly-
encompassing system has been shown to be capable of
reproducing the complex strategies that humans employ
when playing games with considerable interaction-based
complexities. The agents have been shown to learn the
game successfully, and also to adapt to each others’
specific play-styles. This enables a researcher to find an
optimum play for a specific hand, taking into account the
other players, and not only the statistical odds of a hand
having a positive likely outcome. Moreover, the ability to
profile personalities allows a researcher to find the
optimum play not only for a given hand in a given position,
but also depending on the observed idiosynchrasies of the
particular players that are sitting at the table. Proposed
future work would be to optimise the learning speed of the
agents, in order to be able to compete with human players.
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ABSTRACT

Cheating in online computer games is becoming a significant
problem as the popularity of such games steadily increases. As
a result, it costs thousands of dollars to game designers in lost
revenue from disillusioned players who stop participating and
in man-hours used for prevention of different forms of
cheating. In this paper we review different forms of cheating
observed in computer games and in online poker in particular.
This is followed by a review of solutions developed to
counteract different forms of cheating in computer games.

INTRODUCTION

Multiplayer online computer games are quickly growing in
popularity with millions of players logging in every day. While
most play in accordance with the rules set up by the game
designers, some choose to cheat, to gain an unfair advantage
over other players. With the growth in the economic and social
importance of the virtual game worlds incidence of cheating
are becoming increasingly problematic (Brooke et al. 2004).

Cheating by some players makes the game less interesting for
the honest players. As a result, it costs thousands of dollars to
game designers in lost revenue from disillusioned players who
stop participating and in man-hours used for prevention of
different forms of cheating. Consequently, a great deal of
current research in computer science is aimed at detecting,
preventing and neutralizing cheating in game worlds
(Baughman et al. 2006; Chambers et al. 2005; Chen and
Maheswaran 2004; Kabus et al. 2005; Li et al. 2004). At the
same time cheating is being investigated by researchers in
media sciences who analyze social, ethical and moral nature of
cheating in games and virtual worlds (Foo 2004; Foo and
Koivisto 2004; Hayes, 2006; Kuecklich 2004; Kuo 2006;
Sicart 2005; Smith 2004).

SECURITY ISSUES IN GAMES
What is cheating?
Cheating in games can be defined as “any behavior that a

player uses to gain an advantage over his peer players or
achieve a target in an online game ... if, according to the game
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rules or at the discretion of the game operator(the game service
provider, who is not necessarily the developer of the game),
the advantage or the target is one that he is not supposed to
have achieved” (Yan and Randell 2005; Yan and Choi 2002).
Players themselves classify cheating into three often
overlapping categories (Consalvo 2005):

e Anything except unaided play Using strategy guides,
walkthroughs, cheat codes and hacking is all cheating.

o Code tempering Any modifications to the source code of
the game is considered to be cheating.

e Cheating other players The strictest definition which
says that cheating takes place only if another player is
disadvantaged as a result of the cheaters actions.

A game cheat may have numerous motivations such as:
obtaining free play, stealing virtual resources, completing
otherwise difficult game quests, getting stuck, enjoying
playing God, speeding up action, becoming a famous hacker,
sabotaging the game provider out of revenge or jealousy, or
acquiring virtual resources for sale in the real world (Consalvo
2005; Lyhyaoui et al. 2005). Rule violations can be classified
based on who is being targeted as a victim of the cheating
attack. While an attack against multiple targets is feasible,
three distinct targets are suggested by Lyhyaoui et al
(Lyhyaoui et al. 2005):

e Provider A cheating attack against the game provider
includes violation of implicit or explicit contract between
the player as a customer and game developer as a service
provider. Players may cheat the provider out of
subscription fees for the service via the use of stolen credit
cards. Colluding players may engage in theft of service via
account sharing and so reduce the profitability of
developing and running a game. In general, cheating
players undermine the confidence of other players in the
game’s security and so reduce profitability for the game
developer because of the reduced enrollment.

o Players The most frequent object of an attack is honest
players not involved in cheating. Almost all attacks
described in later parts of this paper deal with attacks
aimed at deceiving this type of target. Their money and
virtual assets may be stolen, accounts compromised and
overall enjoyment of the game experience ruined.

e Virtual society The moral rules which allow the virtual
social community to be rather stable may be compromised
by unscrupulous users for personal advantage, resulting in



the breakdown of virtual society. A good example of this
is known as camping which is a technique for remaining
in the same advantages location in a virtual world in order
to obtain resources and destroy opponents; while not
explicitly illegal it makes the game less interesting for
other players.

Types of cheating

Taxonomy of cheating methods used in computer games can
provide a good starting point for addressing security issues of
game design. A number of authors have proposed different
classification schemas aimed at categorizing types of attacks
seen perpetrated against this form of digital media. Prjtchard
(Pritchard 2001) has proposed six different categories of
cheating in online games:

1. Reflex Augmentation Using an artificially intelligent
computer assistant to perform actions faster and with more
precision. For example using an aim-bot in a first person
shooter game to quickly and precisely target opponents.

2. Authoritative Clients Utilizing hacked clients to send
altered commands to other players on the network to
deceive them about the state of the game.

3. Information Exposure Obtaining access to hidden
information by compromising client software. For
example using a wall-hack to see your opponents through
walls.

4. Compromised Servers Changing game state at the server
level to obtain unfair advantage.

5. Bugs and Design Loopholes Taking advantage of the
poor design of the game software either via security flaws
or logical errors in the game model.

6. Environmental = Weaknesses Abusing  operating
conditions or hardware configuration of the system’s
environment.

Yan et al. (Yan and Choi 2002) proposed a much broader
attack taxonomy which incorporated many types of online
computer game attacks not explicitly account for by Pritchard.
A total of eleven cheating methodologies were presented, but
the list was not complete and had to be expanded even further
as new ways to cheat were discovered by the dishonest players.
In (Yan and Randell 2005) Yan et al. proposed classifying
attacks into 15 categories, but it is a safe bet that in the future
this list will continue to grow as the computer games and all
the related technologies continue to evolve and produce even
more clever cheaters.

A. Misplaced trust From the client’s side it is possible to
modify the game client program, configuration data, or
both to obtain previously unavailable privileges.

B. Collusion Combining of forces by multiple players to help
each other, share information and work as a team against
players not involved in collusion.

C. Abuse of procedure or policy Taking advantage of
certain game server policies such as artificially
terminating connection to a game server to avoid loosing a
game.
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D. Virtual assets Cheating by acquiring game assets via real
money outside of game environment or cheating at such
real money transactions.

E. Machine intelligence Cheating by using artificially
intelligent assistant programs, a.k.a. bots to produce
superior play. For example asking a world champion chess
program to analyze a list of possible moves and represent
the selected one as your own.

F. Client infrastructure By changing properties of client
infrastructure for example making modification to the
graphics driver a cheating player can alter graphics being
displayed and so get access to information he is not
intended to have like knowing what is on the other side of
the brick wall.

G. Denial of service Often a server limits a number of login
attempts to about three to prevent brute force guessing of
passwords. A cheater may purposefully enter incorrect
login information for the victim’s account to prevent him
from logging in to the server. Alternatively a player may
be flooded with messages and other interactions
preventing him from participating in a game in a timely
manner.

H. Timing This cheat involves delaying own action in a real
time game until actions of other players are known and
thus obtaining an advantage over other players.

I. Passwords A compromised password allows access to
another player’s account including all the hidden
information, virtual resources and ranking scores.

J. Lack of secrecy A cheating player may obtain secret
information by observing unencrypted packets as they
travel through the network.

K. Lack of authentication If there is no proper mechanism
for authenticating a game server to clients a cheater can
obtain user passwords by setting up a bogus game server.

L. Design flows This form of cheating takes advantage of
game design mistakes such as exploiting inconsistencies in
asset pricing within a virtual environment.

M. Compromised game servers A cheater can obtain access
to the game host systems and tamper with game server
programs.

N. Internal misuse An employee of a game server
administrator may have privileges for creating virtual
assets or super characters which can be sold for real
money or generated as a favor to a cheating player.

0. Social engineering A method of tricking a player into
voluntarily revealing his user name and password for
example by impersonating a request from the game server
administration.

Similar classification taxonomies have been proposed by
others (Banavar 2006; Chen and Chen 2002; Lyhyaoui et al.
2005; Merch 2003; Webb 2006) but most cite Yan et al. (Yan
and Randell 2005) as their initial inspiration. The attack types
presented above are considered atomic by definition. Complex
attacks are comprised of multiple atomic attack techniques
used together to achieve multiple goals or to take advantage of
a multistage vulnerability.

SECURITY ISSUES IN POKER



While most security issues outlined above (passwords, denial
of service, etc.) are valid concerns for online poker
participants, many poker specific cheating methods deserve
additional overview and analysis.

Card eavesdropping Observing the cards of opponents by
capturing network traffic is only possible if the information is
being sent unencrypted which never can happen in a
respectable modern online casino. Some information may be
gained if a weak or poorly implemented form in encryption is
being utilized.

Client hacking As long as the information about opponents’
cards is stored only on the game server and is not transmitted
to every client, client hacking is a type of cheating which is not
likely to present problems either to other players or to casino
operators. Reports exist of people modifying images used by
the poker client such as the actual representations of cards.
Others have succeeded at hex-editing client software to allow
registration of forbidden user names such as those used by
casino  employees or containing foul language
(www.tips4poker.com 2006).

Exploiting bad randomness Poor design or implementation
of a card shuffling algorithm can result in biased card
distribution which can be taken advantage of to predict cards
before they are reveled. Modern online casinos use
independent security companies to verify correctness and
security of their software code but in the past this type of
problem has been successfully exploited (Arkin et al. 1999).

Escaping In many online casinos if a player gets disconnected
because of a network failure or his computer freezes he is
considered to be “all-in” for the amount of money he has bet so
far. This feature is supposed to protect honest players from
being penalized for hardware problems, but is often used by
cheaters to avoid loosing additional funds. A cheating player
simulates a loss of connection by disconnecting his computer
from the network and by doing so avoids committing any more
funds to the pot, but is nonetheless in contention for the
winning of the pot.

Profile databases Because players in an online casino have a
unique user ID and often play for many months if not years in
the same casino it becomes possible to automate the task of
player profiling and to do so in bulk, monitoring all players at
the same time. Information about the players’ aggressiveness,
tendency to bluff, strengths, weaknesses, betting patterns and
other statistics is automatically collected and made available to
anyone interested for a small fee. This allows a subscriber to
such a service to make educated decisions about strategy
against certain players without investing time and funds
necessary to learn their playing style. Web sites such as Poker-
edge.com and Pokerprophecy.com are two of the most popular
such services (Poker-edge.com, 2006; Pokerprophecy
Retrieved 20006).
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Collusion (active) A group of players working together
attempt to steal pots by raising and re-raising each other to get
unsuspecting players with marginal hands to fold. Typically
one player has a strong hand while the accomplice is in the pot
simply to increase the bets to the point where everyone caught
between them folds. Once the contention for the pot is over the
weaker of the two hands folds to a raise, and the strong hand
gets the pot (Snyder 2006).

Illicit information passing This is the most popular method of
online poker cheating. It involves two or more players
revealing to each other what cards they are holding. Usually a
communications channel independent from the casino such as
a phone line or an instant messenger is utilized to accomplish
this.

Self collusion Also known as the “Boiler Room” method and
“Multi-Accounting”, this cheating strategy involves setting up
a number of computers in the same location and registering
different accounts on each one of them yourself. This allows
you to run a poker room where everyone in that room is
colluding with you except for the victim who is quickly
cheated out of his money (www.tips4poker.com 2006).

Player-poker room collusion In this scenario cheaters can
manipulate the deck and trap other players into hands where
the poker room partner will<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>